The article is devoted to the expediency of using the data mining and the construction of the neural network for the evaluation of transactions with card accounts for detecting attempts of frauds. The authors proposed a scheme for customer interaction with the bank when transaction is performing with the payment cards. The process is carried out using the verification module with data mining. The article was built a neural network with using software "Statistica". The authors selected a data set that contains amounts of transaction, time intervals, fraud identifiers. As a result, it was got a multilayer perceptron with nine inputs, five hidden neurons and two outputs that can be used to predict an attempt at fraud with card accounts of bank clients.
Introduction
Modern economy provides widespread use of non-cash tools for the implementation of various types of payments. The benefits of making such payments to both banks and their customers are significant. But such operations are increasingly becoming objects of criminal and fraudulent actions by third parties that harm the citizens, banks and the economy as a whole. This negative phenomenon is characteristic for many countries of the world, which is connected with the development of information society, the rapid progress in the field of computer technology, increasing access to various data. The latest technologies for a number of reasons are increasingly attracting fraudsters for their use in committing unlawful actions, especially in the banking sector.
Thus, according to the Ukrainian Interbank Association of EMA payment system members, the losses of citizens due to the actions of fraudsters with payment cards in 2016 amounted to 339.13 million UAH, including as a result of telephone fraud (stitching) -275.45 million UAH, as a result of embezzlement of confidential data (phishing) -63.68 million UAH. The amount of losses in 2016 exceeds the losses earned in 2015 (181 million UAH) and in 2014 (90 million UAH). The average amount lost by a bank client from fraudulent activities in 2015 reached 800 UAH, and in 2016 it increased to 1,500 UAH. Statistics for 2017 are also unfavorable. So, for only two months -August and September 2017, fraudsters stole about 238 million UAH from card accounts of citizens. Statistical information shows that from year to year the number of fraud increases, their ways are modified. This situation is a rather negative phenomenon for the country as a whole as it undermines the trust of users of services to banks. Banks also display bottlenecks in the system of protection and lose potential customers. It is difficult to improve this situation completely, but there is an urgent need to improve the system of bank protection by introducing more advanced methods and technologies. In our opinion, one of the possible directions for modernizing the security system is the use of data mining of operations with card accounts.
Literature review
Modern mathematical tools are quite versatile and popular in the field of analytics of various economic objects. One of such areas is the data mining, which allows you to identify certain patterns and new knowledge in the data environment to make effective management decisions. This term was introduced by Gregory Piatetsky-Shapiro in 1989. The scope of its application is quite diverse. Thus, its application in the field of fraud detection accounts for 21.8%, which makes it a very popular means of finding errors, illegal operations, manipulations with information (Levkovich-Maslyuk, 2007).
The application of intellectual analysis is expanding and deepened by domestic and foreign scientists and practitioners for the study of economic phenomena and processes. Thus, recent developments and theoretical developments of practitioners and scientists in the field of intellectual analysis, which are presented in scientific publications, were systematized in the following directions: Thus, data mining is a fairly widespread trend for scientific research and the use of practices in the process of studying economic phenomena and processes.
Results of the research
Today there are quite a lot of methods of credit card fraud. The most common are: 1) physical methods: the use of fake cards, special devices that are installed on ATMs, fake terminals and ATMs that are not owned by the bank, and others;
2) software methods: the use of fake web pages, fake online stores, breaking up customer accounts, and others.
In fact, in the process of committing a fraudulent operation, fraudsters can use different methods, but for the bank the results of such actions are reflected in its database. If you analyze operations that were subject to fraudulent actions, then there are the following generalizations that make it possible to identify the operation in most cases as fraudulent; 1) withdrawal of the entire amount from the account, i.e. its reset, or partial case -withdrawal of a large amount from the account exceeding the possible limit;
2) implementation of a large number of operations on one account in a short period of time (time, day), which ultimately leads to its withdrawing;
3) transfer of a large amount of funds not inherent in prior operations to a third party account opened in another bank; 4) operation from the territory of another country.
Any fraud situation, regardless of the method, will in any case have one of these attributes. If the automated banking system will be able to automatically monitor the transactions of its clients in the process of their implementation and identify operations that potentially meet these features, then the system will signal the need for customer control and re-identification. If the operation is really fraudulent, then the person who carries it out will not have permission to conduct it. The system must then inform the reasons for the identification.
How will the system be able to detect fraudulent operations on these grounds? This is possible with the use of data mining tools to detect such situations. Of course, the use of such tools requires the creation of an automated module. This will allow continuous monitoring of operations and preventative and operative detection of violations. The process of functioning of such a system in this case will have the form shown in Figure 1 . The process is constructed in the BPMN notation using Bizagi Modeller. Figure 1 highlights a verification unit that banks do not currently use, but with an increase in the number of fraud cases, there is such a need for its development and application. The scheme provides for a case where a fraud acts as a "customer", then in this case he will not be able to pass additional authentication. Also, in case of contact of a bank customer with a fraudster and informing him about codes, passwords, account numbers, cards, such a scheme will work also effectively. This is due to the fact that the customer will be warned not only about entering his account, but also about the operation that has signs of fraud.
The main function of this block is to conduct the data mining of transactions not only available, but also those that are in the process of processing or initialization. Data mining has in its arsenal a large list of methods. The most widespread of them are presented in Table 1 . Logit and Probit-models allow to determine the possibility of occurrence of an event by fitting data Fixes the defects of linear regression in relation to the value of probability; easy to build and implement Estimates are effective only if the number of observations exceeds 500
Decision-making trees graphically systematize the decision-making process for forecasting the value of the target variable, taking into account that each subsequent solution depends on the previous Scalability that accelerates the calculation; unambiguousness of the learning process; self-adaptation with minimal human intervention; high accuracy of forecast; possibility of using categorical variables Complexity of determining the number of optimal solutions; it takes a lot of time to be built; it can have many variants of branching; there is a need to use another methods to select factors Bayesian analysis determines the most accurate probability of occurrence of a certain event in view of the emergence of new information Possibilities of assessment by a person who decides on the probability of trust in the model; flexibility to take into account new information; application to situations that have not been analyzed before Does not take into account the current state of the investigated object; complexity of calculation; it is not possible to choose a priori distribution Genetic algorithms are designed to solve multidimensional random-search optimization problems Possibility to apply for data of different types; allow to find universal solutions; find a plurality of solutions and choose the best ones; self-evolving Unknown time to search; low search speed; a large number of free parameters; convergence can not be prooved
In our opinion, the most flexible instrument for analyzing data is neural networks, which are widely used in various spheres of the economy. The neural network imitates the behavior of the human brain, which allows it to be used to solve non-typical tasks. When comparing neural networks with traditional computing systems, then:
1) their use allows to solve problems with unknown laws of the development of the situation and the dependencies between input and output data that is not possible for traditional systems;
2) such systems have the ability to work with a large set of data, and what is more they choose the appropriate input signals independently; 3) they have the ability to adapt to changes in the environment, that is, in non-stationary conditions, when information changes over time. This property is just appropriate to use in the case of the creation of a neural network for the analysis of banking operations, where changes occur constantly; 4) such systems in case of damage of any links or the neuron itself do not lose their productivity; 5) they have the opportunity of speed action through the use of massive parallelism of information processing.
Based on the advantages and properties of neural networks, we can make the conclusion about their potential use for detecting fraud with banking operations. This is due to their properties of self-learning and the dynamic consideration of new information.
In this study, an algorithm for constructing a neural network for a set of data, taken on the example of the Sumy branch bank "A", which full name is not indicated in accordance with commercial secrets, has been implemented. The set of observations was formed from 5000 transactions of clients with bank cards. It was divided into three types of sample − 70% educational, 15% test, 15% control. 9 input variables were selected as input parameters, the description and values of which are presented in Table 2 . Frequency of daily use of the card input interval
X2
The ratio of the logarithm of the transaction value to the logarithm of time between transactions input interval
X3
The ratio of the logarithm of the total transaction volume per day to the logarithm of the average time between transactions during the day input interval
X4
The standardized ratio of total transactions per day to the cumulative interval between transactions per day input interval The variable Y shows cases of fraud in this operation − "1", if there was a precedent of fraud; "0", if not. It serves as target, since it allows to identify the case of fraud.
X5
Other variables were chosen according to the features mentioned above. Yes, the frequency of daily use of the card (x1) was chosen, which will allow us to select those clients who most often use the card during the day. As the frequency increases, the risk that the card is used by the fraud is increased. The variables х2 and х3 were calculated taking into account the volumes and time of transactions on a certain card. To bring the variables to normal distribution, their logarithm is performed. The variables х4-х7, which are formed taking into account the intervals of use of cards and volumes of daily use, have been standardized to eliminate the influence of various factors. In order to take into account the sign of the unusual use of card funds in case of its loss or theft, the variables x8 and x9 were introduced that characterize groups of potential purchases for the probability of fraud. These variables were evaluated by the bank independently according to its methodology.
For implementation of the model, the software "Statistica", developed by StatSoft, was chosen and designed for working with the data: implementation of various types of analysis, forecasting, data visualization. To study, we used the "Data Mining" module.
The construction of the neural network was performed according to the following algorithm (Fig. 2) . We have built several variants of the neural network using the automatic toolkit and with custom settings in the Statistica package. The most suitable for the parameters was a network, the value of the ROC-curve for which is 0.7687 (Fig.3) . 
where OUT -outputs of the units of the neural network in the second and third layers, i.e. h1(2), h2(2), h3(2), h4(2), h5(2), h1(3) and h2(3); net -amount of input signals multiplied by the corresponding weights for the second and third layers, for example, ⋯ for h1(2) (see formulas 1-7);
а -degree of slope of the logistic function.
As a result of using the algorithm for constructing the neural network (Figure 2) , we obtained estimates of the weight coefficients of the most adequate neural network, which are presented in Figure 5 . 
Using the received neural network, we will build a forecast of the probability of a fraudulent operation taking into account the given conditions. A fragment of the results is presented in Fig. 6 . The error matrix of the built network in the three sub-categories shows good results (Fig. 7) . The constructed neural network can be used for further analysis of card operations to identify potential frauds with them. The model gives good results, but needs further development, taking into account new observations for its further training and improvement.
Conclusions
According to the results of research, the necessity of using data mining in the banking sphere was grounded in order to detect and prevent fraudulent operations with customer cards. For maximum effect it is expedient to create a module for monitoring operations in an automated banking system in which it is necessary to implement the algorithm of the neural network. Its application will allow automatic checking of operations at the stage of their initiation by a client or a potential intruder. In the process of checking, operations will be selected in accordance with the signs of fraud. The algorithm of the neural network will allow them to be evaluated.
In future, it is planned to develop the architecture of the proposed module and improve the neural network through its training on new data.
